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Postgraduate Certificate in Cybersecurity Risk Management

Cybersecurity Policy and Strategy.

Cybersecurity Policy and Strategy are critical components in protecting an organization's information assets.
This explanation will cover key terms and vocabulary related to Cybersecurity Policy and Strategy in the
context of the Postgraduate Certificate in Cybersecurity Risk Management.

1. Cybersecurity Policy: A cybersecurity policy is a set of guidelines, rules, and procedures that an
organization follows to protect its information assets. It outlines the roles and responsibilities of different
individuals and teams within the organization, as well as the technologies and processes used to safeguard
information.

Example: An organization's cybersecurity policy might include rules about password complexity, guidelines
for safe internet usage, and procedures for responding to security incidents.

2. Cybersecurity Strategy: A cybersecurity strategy is a high-level plan that outlines how an organization will
protect its information assets over the long term. It takes into account the organization's risk appetite,
business objectives, and regulatory requirements.

Example: An organization's cybersecurity strategy might include plans to implement multi-factor
authentication, invest in threat intelligence capabilities, and establish a cybersecurity incident response
team.

3. Risk Management: Risk management is the process of identifying, assessing, and prioritizing risks to an
organization's information assets. It involves developing strategies to mitigate or accept those risks, as well
as monitoring and reviewing the effectiveness of those strategies over time.

Example: An organization might identify the risk of data breaches as a high priority and develop strategies
to mitigate that risk, such as implementing encryption and access controls, and conducting regular security
audits.

4. Threat Intelligence: Threat intelligence is the process of gathering and analyzing information about
potential threats to an organization's information assets. This information can come from a variety of
sources, including internal systems, industry peers, and government agencies.

Example: An organization might use threat intelligence to identify and respond to new types of malware, or
to track the activities of known cybercriminal groups.

5. Incident Response: Incident response is the process of detecting, investigating, and responding to

Read online: https://shortcourses.lsibonline.com/guides/3759195/
cybersecurity-policy-and-strategy

London School of International Business · 21 Jun 2026



G U I D E

security incidents. This includes identifying the scope and impact of the incident, containing and eradicating
the threat, and restoring normal operations.

Example: An organization's incident response plan might include procedures for reporting security
incidents, escalation paths for different types of incidents, and guidelines for communicating with
stakeholders.

6. Access Control: Access control is the process of managing who has access to an organization's
information assets. This includes implementing authentication and authorization mechanisms, as well as
monitoring and auditing access.

Example: An organization might implement role-based access control (RBAC), which grants access to
information based on an individual's job role and responsibilities.

7. Encryption: Encryption is the process of converting plaintext into ciphertext, which cannot be read
without the appropriate decryption key. This is used to protect sensitive information, such as passwords and
financial data, in transit or at rest.

Example: An organization might use encryption to protect email communications, or to secure data stored
on laptops and mobile devices.

8. Vulnerability Management: Vulnerability management is the process of identifying, classifying, and
mitigating vulnerabilities in an organization's information assets. This includes regularly scanning systems
for vulnerabilities, prioritizing remediation efforts, and tracking progress over time.

Example: An organization might use vulnerability scanning tools to identify vulnerabilities in its web
applications, and then prioritize remediation efforts based on the severity and potential impact of the
vulnerabilities.

9. Penetration Testing: Penetration testing is the process of simulating cyber attacks on an organization's
information assets to identify vulnerabilities and test the effectiveness of security controls.

Example: An organization might hire a third-party penetration testing firm to simulate a phishing attack, or
to test the security of its wireless network.

10. Compliance: Compliance is the process of adhering to laws, regulations, and industry standards related
to cybersecurity. This includes conducting regular security audits, maintaining accurate records, and
implementing appropriate security controls.

Example: An organization in the healthcare industry might need to comply with the Health Insurance
Portability and Accountability Act (HIPAA), which requires the protection of patient data.
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11. Disaster Recovery: Disaster recovery is the process of restoring normal operations after a catastrophic
event, such as a natural disaster or a cyber attack. This includes having plans in place for data backup and
recovery, as well as for the continuity of critical business processes.

Example: An organization might maintain off-site backups of critical data, and have plans in place for
quickly restoring normal operations in the event of a disaster.

12. Business Continuity Planning: Business continuity planning is the process of ensuring that an
organization can continue to operate in the event of a disruption, such as a cyber attack or a natural
disaster. This includes identifying critical business processes, implementing redundancy and backup
measures, and establishing alternative work arrangements.

Example: An organization might establish a remote work policy, which allows employees to work from
home in the event of a disruption to normal operations.

13. Cyber Hygiene: Cyber hygiene is the practice of maintaining good cybersecurity habits, such as using
strong passwords, keeping software up-to-date, and avoiding suspicious emails and websites.

Example: An organization might implement a cyber hygiene training program, which teaches employees
how to recognize and avoid phishing attacks.

14. Zero Trust: Zero Trust is a cybersecurity model that assumes that all network traffic is untrusted, and
therefore requires verification before granting access to information assets. This includes implementing
multi-factor authentication, least privilege access, and continuous monitoring.

Example: An organization might implement a zero trust model for its cloud infrastructure, which requires
verification before granting access to any resources.

15. Artificial Intelligence: Artificial Intelligence (AI) is the simulation of human intelligence in machines that
are programmed to think and learn. In cybersecurity, AI can be used to detect and respond to threats in
real-time, as well as to automate routine tasks.

Example: An organization might use AI to analyze network traffic and detect anomalies, or to automate the
process of patching software vulnerabilities.

16. Machine Learning: Machine Learning (ML) is a subset of AI that involves training algorithms to learn
from data, without being explicitly programmed. In cybersecurity, ML can be used to detect and respond to
threats, as well as to automate routine tasks.

Example: An organization might use ML to analyze network traffic and detect malware, or to automate the
process of identifying and blocking suspicious IP addresses.
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17. Security Information and Event Management: Security Information and Event Management (SIEM) is a
cybersecurity technology that collects and analyzes security-related data from various sources, such as
firewalls, intrusion detection systems, and servers. SIEM can be used to detect and respond to threats in
real-time, as well as to generate reports and alerts.

Example: An organization might use SIEM to monitor its network for signs of a data breach, or to generate
reports on compliance with industry regulations.

18. Identity and Access Management: Identity and Access Management (IAM) is the process of managing
digital identities and access to information assets. IAM includes implementing authentication and
authorization mechanisms, as well as monitoring and auditing access.

Example: An organization might use IAM to manage access to its cloud infrastructure, or to implement
single sign-on (SSO) for its employees.

19. Network Segmentation: Network segmentation is the process of dividing a network into smaller,
isolated segments to reduce the attack surface and improve security.

Example: An organization might segment its network to separate sensitive data from public-facing systems,
or to limit the spread of malware.

20. Defense in Depth: Defense in Depth is a cybersecurity strategy that involves implementing multiple
layers of security controls to protect information assets. This includes network security, endpoint security,
and user education.

Example: An organization might implement a defense in depth strategy that includes firewalls, intrusion
detection systems, antivirus software, and cyber hygiene training for employees.

In conclusion, Cybersecurity Policy and Strategy involve a complex set of terms and concepts that are critical
to protecting an organization's information assets. By understanding these key terms and vocabulary,
learners in the Postgraduate Certificate in Cybersecurity Risk Management can better navigate the field and
develop effective cybersecurity policies and strategies. It is important to note that cybersecurity is a
constantly evolving field, and learners should strive to stay up-to-date with the latest trends and best
practices in order to effectively manage cybersecurity risks.
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