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Professional Certificate in AI for Digital Pathology

Ethical and Legal Considerations in AI

Algorithmic Bias: Systematic prejudice or unfairness in machine learning algorithms, often caused by biased
training data or biased decision-making processes. Related terms include discrimination, fairness, and
explainability. Algorithmic bias can lead to unfair outcomes and can have significant ethical and legal
implications.

Artificial Intelligence (AI): The simulation of human intelligence processes by machines, especially computer
systems. These processes include learning, reasoning, problem-solving, perception, and language
understanding. AI has numerous applications in digital pathology, including image analysis, diagnosis, and
prognosis.

Computer-Aided Diagnosis (CAD): The use of computer systems to assist medical professionals in making
diagnostic decisions. CAD systems can analyze medical images, such as those produced in digital
pathology, and provide recommendations for diagnosis. CAD systems can help reduce diagnostic errors and
improve patient outcomes, but they also raise ethical and legal considerations related to accuracy, liability,
and patient privacy.

Data Privacy: The protection of personal information and data from unauthorized access, use, or disclosure.
Data privacy is a significant concern in digital pathology, where large amounts of sensitive patient
information are stored and analyzed. Data privacy regulations, such as the European Union's General Data
Protection Regulation (GDPR), set standards for the collection, storage, and use of personal data.

Discrimination: The unfair or unlawful treatment of individuals or groups based on certain characteristics,
such as race, gender, or age. Discrimination is a significant ethical concern in AI, particularly in relation to
algorithmic bias. Discrimination can lead to unfair outcomes and can have significant legal and social
implications.

Explainability: The ability to understand and interpret the decision-making processes of AI systems.
Explainability is a critical ethical consideration in AI, particularly in high-stakes applications such as digital
pathology. Explainability can help ensure that AI systems make fair and unbiased decisions and can provide
transparency and accountability in decision-making processes.

Fairness: The absence of bias or discrimination in AI systems. Fairness is a critical ethical consideration in AI,
particularly in relation to algorithmic bias. Fairness can help ensure that AI systems make unbiased decisions
and can provide equal opportunities for all individuals.

General Data Protection Regulation (GDPR): A regulation that sets guidelines for the collection, storage, and
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use of personal data in the European Union (EU). The GDPR aims to protect the privacy and personal data of
EU citizens and provides individuals with greater control over their personal data. The GDPR applies to all
companies that process the personal data of EU citizens, regardless of where the company is located.

Health Insurance Portability and Accountability Act (HIPAA): A US law that provides data privacy and security
provisions for safeguarding medical information. HIPAA applies to healthcare providers, health plans, and
healthcare clearinghouses, as well as business associates of these organizations. HIPAA sets standards for
the use, disclosure, and safeguarding of protected health information (PHI).

Informed Consent: The process of obtaining permission from individuals to collect and use their personal
data for specific purposes. Informed consent is a critical ethical consideration in digital pathology,
particularly in relation to the collection and use of patient data. Informed consent requires that individuals
are provided with clear and concise information about the purpose and risks of data collection and use.

Liability: The legal responsibility for damages or injuries caused by negligence or wrongful conduct. Liability
is a significant concern in digital pathology, particularly in relation to computer-aided diagnosis (CAD)
systems. Liability can help ensure that medical professionals and AI systems are held accountable for their
actions and can provide a means of redress for individuals who have been harmed.

Machine Learning (ML): A subset of artificial intelligence that involves the use of statistical techniques to
enable machines to improve with experience. Machine learning algorithms can analyze large datasets and
identify patterns and relationships that are not easily discernible by humans. Machine learning has
numerous applications in digital pathology, including image analysis, diagnosis, and prognosis.

Privacy-Preserving Data Mining (PPDM): The process of analyzing data while protecting the privacy and
confidentiality of individual records. PPDM is a critical ethical consideration in digital pathology, particularly
in relation to the analysis of large datasets containing sensitive patient information. PPDM techniques
include anonymization, pseudonymization, and differential privacy.

Quality Control (QC): The process of ensuring that medical tests and procedures meet established standards
of accuracy and reliability. Quality control is a critical ethical consideration in digital pathology, particularly
in relation to the use of AI systems for diagnosis and prognosis. Quality control can help ensure that AI
systems are accurate and reliable and can provide transparency and accountability in decision-making
processes.

Transparency: The ability to understand and interpret the decision-making processes of AI systems.
Transparency is a critical ethical consideration in AI, particularly in high-stakes applications such as digital
pathology. Transparency can help ensure that AI systems make fair and unbiased decisions and can provide
trust and confidence in decision-making processes.

Trust: The belief in the reliability, integrity, and competence of AI systems. Trust is a critical ethical

Read online: https://shortcourses.lsibonline.com/glossaries/3039689/
ethical-and-legal-considerations-in-ai

London School of International Business · 20 Jun 2026



G LO S S A RY

consideration in digital pathology, particularly in relation to the use of AI systems for diagnosis and
prognosis. Trust can help ensure that medical professionals and patients have confidence in the
recommendations provided by AI systems and can promote the adoption and acceptance of AI
technologies in healthcare.
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